
 
 

External Users - Decrypting Secure Messages 

Reading a Secure Message 
When you receive a secure message, it will look similar to this (but with CHPW branding) in 
your mailbox: 

 
Click the attachment SecureMessageAtt.html to launch a browser. 

Open the Attachment 
If this is the first time you are receiving a secure message, you will be prompted to register with 
Proofpoint Encryption. Otherwise, you will be prompted to log in to Proofpoint Encryption. Click 
the Click to read message button. 

 



 
 
Registering with Proofpoint Encryption 
The first time you receive a secure message, you will be prompted to create an account to 
register with Proofpoint Encryption. 

 
 

Fill in the fields, select your security question and answer, and then click Continue. 

Read Your Message 
The Reply and Reply All options are available. For security reasons, you can’t forward an email 
containing sensitive information, but you may cc: someone if they have an email address with 
the same domain as 

 
 



 
 
If you click Reply you cannot add more recipients to the message. 

 
 
If you click Reply All you can add more recipients to the message.  You can only add email 
addresses from the same company as either the sender or recipient (email addresses must 
share the same domain). 

For example, if you receive a message from jane@chpw.org and your email address is 
sally@domain.com you can add john@domain.com or john@chpw.org, but not 
john@gmail.com.  

 
 
Click Logout when you are done.  The next time you want to read a secure message, you will 
be prompted to log in to Proofpoint Encryption using your password. 



 
 

 
 

Resetting Your Password 
Your password will expire after 90 days. If your password is about to expire, you will see the 
message “Your password will expire in 15 days” displayed in a secure message. 

 
Click the link next to the expiration message to reset your password. If your password expires 
before you have a chance to reset it, you will be prompted to reset it the next time you read a 
secure message. 

 
If you forgot your password and your email administrator reset it for you, you will be prompted 
for a security question when you choose your new password.  If you can’t remember your 
security question, please contact CHPW’s IT department at 206-613-8989 to have your 
password reset.  
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